governance is a comprehensive conceptual framework because it emphasizes the two-way relationship between each of the components. In this study, a triangulated approach is adopted, data were collected in three phases, phase 1 is a website analysis, phase 2 is an interview and phase 3 is a mail survey. The interactions of three components, formal, technical and informal are significant in the ISIIT security governance model.
INTRODUCTION
Over the past forty years or so, computers have replaced many of the manual systems of recording the activities of business and governmental organisations all over the world. More recently, the advances in technology have admitted millions of users to the Internet which has changed the environment in which our economic, social and political activities are conducted. One outcome of these changes is the massive publicity that follows the discovery of any fraud in either the public or private sector and the occurrence of any technical break-down in computer systems, for example, in the reports and post-event analyses of such frauds as Enron and etc [1] it was never made absolutely clear whether these events 978-1-908320-20/9/$25.00©2013 IEEE
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University of Tasmania Hobart, Australia bob.clift@optusnet.com.au were triumphs of outright dishonesty or whether the existing regulatory and recording systems were flawed which made it easier for the perpetrators to operate their schemes. Several corporate disasters received world-wide publicity and have stimulated research in many disciplines ranging from philosophy to labour relations but this investigation has been prompted by the confusion in the literatures relating to the business disciplines and Information Technology/Information Systems (IT/IS).
Some protagonists claim that the Board of Directors is responsible for the detailed operation of the computer systems and, therefore, must ensure that Board members are aware of what is going on and establish policies and procedures to ensure that the systems operate as planned. Other protagonists take the view that system designers, programmers and IT staff ought to be sufficiently well informed about the specific business environment to be able to advise the Board about potential problems and currently available solutions.
Overall, the literature reflects a mixture of blame-shifting and lack of knowledge about what and why others in the organisation are required to do and how performance is monitored. At one level, this could be described as competition for status among different groups of employees. At another level, it could be seen as the lack of a theory which identifies problems, responsibilities and relationships among the various groups.
In most countries, corporate statutes and rules (mandatory or voluntary) about powers and responsibilities in corporations (corporate governance) place responsibility on the Board of [Directors acting as a Board [2] [3] However, these documents do not provide much guidance about recognising potential problems or about preventative measures. Even so, it is apparent that knowingly tolerating dishonesty or incompetence within the corporation is likely to be regarded as negligence.
Most organisations today pay little attention to the inter relationship between the Formal component, Technical component and Informal component [4] [5][6] [7] . The Board and senior management of organisations tend to focus more on narrow aspects such as IS/IT management rather than on a comprehensive view [8] . Deficiencies in any of these three components may result in unbalanced IS/IT security implementation.
It has been identified in the literature that there is a lack of informal aspects being governed by corporations relating to IT/IS security [8] .The literature in IT/IS security has shown much work was focused on technical implementation, formal things such as management involvement, certification, standards and assessment but not much on people issues. As mentioned earlier, the majority (up to 70%) of IT/IS security incidents were the result of employee actions. There are two forms of actions; intended action and unintended action. Intended action can be malicious attacks (e.g., virus, worm, spyware, Trojan horses), intrusion of data and social engineering attacks (e.g., fraud). Unintended action can be human error, ignorance of the situation and stupidity, lack of integrity, trust, ethicality and lack of training, education and awareness. Security incidents, predominantly either by intended or intended actions, have caused fmancial losses (e.g., data loss) and non-fmancial losses (e.g., business reputation, loss of confidence by investor) to corporations. IT risks vary. In spite of technical and formal aspects, boards and senior management are also responsible for IT risk caused by people issues. This is due to the fact that ITIIS security is not merely a technical issue but also a people and governance issue [9] . As for that, a dynamic balance among the technical, formal and informal components is required within IT/IS security governance implementation [7] [10].
II.
LITERATURE REVIEW
This section will review the trend of IS/IT security incidents, vulnerabilities and threats from the 1970s until 21 st century which encouraged corporations to adopt new practices to overcome IS/IT security issues.
An IS/IT security incident is a violation or imminent threat of violation of IS/IT security policies or standards of IS/IT security practices [11] . In the early part of the computing era in the 1970s, IS/IT security incidents were mainly associated with technical issues of computer systems such as operating systems [12] , access to computers and flow of information between or within a computer [13] . The Formal Methods of Computer Security was developed by [13] in order to improve "multi-level" mode, where some information on computer systems may have a classification higher than some computer users. Technical issues have caused some IS/IT security incidents since about the 1970s, which were the result of unresolved organisational vulnerability that led to attacks on IS/IT applications.
In the early 1980s the major cause of IS/IT security incidents was the design and development of IS/IT. IS/IT security incidents were commonly the result of poor system design opening the systems to a variety of attacks including computer viruses [14] , computer fraud [15] and computer hacking and cracking [16] . [16] stated that, in the 1960s to 1970s, a computer hacker was a respected and honoured person: he worked forty hours and stayed late just to refme a program until it could not be refined any more. But, in 978-1-908320-20/9/$25.00©2013 IEEE the early 1980s, the hacker was no longer a benign explorer but a malignant intruder.
[17] has proposed the principles of security design into the creation, enhancement and maintenance the IS/IT systems by computer system designers and system analysts. According to Wood, the lack of teamwork between system users, developers, experienced IS/IT auditors and IS/IT security specialists in the IS/IT development process has constrained the system development procedures. As noted by Wood, proper categorisation of controls is needed to facilitate the selection of controls from each category.
Vulnerability exists when the IS/IT no longer functions in the way intended [18] . Bishop et al developed a technique to fmd vulnerabilities on the IS/IT systems and classified vulnerabilities into six categories, namely, nature of the flow, time of introduction, exploitation domain of the vulnerability, the effect domain, minimum number of components to exploit vulnerabilities and the source of the identification of vulnerability.
A defect, flaw or bug in the code of any program is an example of vulnerability which, if it is exploited, can lead to the failure of confidentiality, integrity and availability [19] .
The process of identifying the vulnerability is not a simplistic task due to the complexity of IS/IT applications, the number of potential vulnerabilities and their complexity [20] . It has been reported in the literature that software vendors and corporations have offered rewards for reported software bugs [19] . The reward system for the reported bugs is one way that organisations have started to deal with risk that is caused by IS/IT.
However, if not monitored effectively by the board and senior management, software vulnerabilities may expose business IS/IT assets and business data to risk. Even though the reward system for the reported bugs was efficient, [19] argued that there is a "black market" for software vulnerabilities. To investigate how the "black market" was circulated, [19] developed a system dynamics model to study the growth of the vulnerability black market. On the demand side, the system dynamics model by [19] enabled users to detect the group of people willing to pay for secret knowledge about new vulnerabilities. While on the supply side of the system dynamics model, the hackers who developed scripts for malicious codes would sell the whole package to the highest bidder.
A presence of vulnerability in an IS/IT system encourages attacks to IS/IT applications potentially from malicious misuses such as social engineering attacks and the vulnerability software black market. [21] highlighted the two most prioritised strategies that need to be conducted within organisations: first, is to understand the threats facing the IS/IT assets and business data and information; and second, to rank the identified existing threats in order to enable organisations to prioritise the threats according to the IS/IT security vision.
To understand better how the real organisations rank and prioritise the threats, [21] [21] suggest that the threats caused by human aspects (e.g., deliberate software attacks, act human error or failure, deliberate acts espionage and deliberate acts of sabotage) have predominantly triggered IS/IT security problems within organisations if compared with technical deficiencies (e.g., technical software or hardware failure).
If the Board and senior management understand more about the vulnerabilities and threats facing the organisation, this would help them to align security needs, prioritise threats and business vision. Business corporations should consider all forms of vulnerabilities and threats as potential risks that could degrade IS/IT. Vulnerabilities and threats need to be identified and addressed effectively to ensure that risks to organisational IS/IT are minimised [22] .
Today, computer-based IS/IT systems are linked to the internet, a public network accessible by all. The online survey conducted by [21] has provided evidence that many respondents used the Internet to support their business operations. [21] showed that respondents used the Internet for the following purposes:
95% of survey respondents extensively used Internet to provide information; 81 % use Internet to collect information; 60% to advertise; 55% to provide customer service; 46% to support internal operations; 45% to order goods and services; 38% to provide technical support; 36% to connect remote sites; 32% to extend internal networks; 27% to integrate value chain partners; and 18% to collect orders. Interestingly, the online survey conducted by [21] has shown that almost half the respondents use the Internet for supporting their internal operations. The higher the IT/IS systems being used by an organisation, the greater the exposure to attacks.
Nowadays, with the extensive use of Internet, the IS/IT systems and business data of organisations are exposed to security attacks and anonymous potential threats. Table 1 shows the ranking of threats relating to IS/IT security, where the most dangerous threats were predominantly caused by people's action. In Table 1 , the majority of threats over IS/IT systems caused by people's action are serious. Therefore, a great amount of understanding about security problems and its impacts is crucial at the board and senior management level.
978-1-908320-20/9/$25.00©2013 IEEE Failure to understand the security threats and vulnerabilities would lead to ineffective IS/IT security solutions, which may cause corporate risk management failure in dealing with security risks. Technological advancements have allowed corporations to adopt the internet to perform a range of business activities across time, space and organisational boundaries, such as E Commerce and ERP applications. Software providers have enabled businesses to perform online services that use portals, web-based hubs, online market-places and industry-specific trading communities [23] .
The increasing dependence on internet connectivity and capabilities has increased the scope of vulnerability since the internet-based IS/IT applications can be accessed from various sources both internal and external [24] . A model of a new Security Paradigm for E-Business developed by [24] addresses the old parameters to the alternative one, which is called a process-based security paradigm. There are six sequential steps in the Security Paradigm for E-Business, namely, 1) business issues and definition, 2) business logic definition, 3) E-Business process security objectives analysis, 4) security designs, 5) security test and 6) the fmal security design. Importantly, the first step of security paradigm has a similar concept to IS/IT security governance. The first e-process is identifying business issues and defmitions and this stage is crucial for organisations because if the board and senior management do not understand the business goals and the business processes, the implementation of any security controls or security counter-measures would be less effective and less efficient.
Internal users can be referred to as personnel or authorised users normally engaged in supporting business operations [22] . They may be considered as a threat when they exceed their privileges or authorities or commit errors. External users can be defined as anyone who is not engaged in supporting operations. They impact the productivity of the system either overtly or covertly [22] . The variety of incidents and threats that have occurred in the past indicate potential threats to the security of IS/IT. These threats may increase the risk faced by organisations if the vulnerability is not addressed by their staff.
Since the internet has come to be increasingly used for commercial purposes, threats which reflect IS/IT vulnerability have continued to increase in both sophistication and magnitude [24] . [24] identified several types of new computer security vulnerabilities such as foreign cyber attacks-a politically motivated IT attack, identity theft, cyber crime, phishing, malicious code, viruses, trojans, denial-of-service, spam, spyware, adware, botnets and web application attacks and mobile attacks.
The accessibility of corporate internet applications has exposed them to attack from external and internal sources, which may not be controlled by ineffective security policies. The ineffectiveness of security policies may result from technical deficiencies and has become clear now from deficiencies in the implementation and adaption of the policies. Inadequate governance control on the personnel responsible for IS/IT security policies, standards and procedures is increasingly being recognised as the main cause of these deficiencies [25] . [25] analysed the socio philosophical aspects for understanding the IS/IT security domain using the interpretative paradigm of [26] . Moreover, [25] also reviewed and identified the trend of IS/IT security directions to a greater holistic view, not from a narrow technical viewpoint only.
III. A MODEL OF COMPONENT INTERACTION
[27] has developed a model addressing the integration of the three components simultaneously throughout the IS/IT security implementation.
The model of IS/IT security governance by [27] is a comprehensive conceptual framework because it emphasizes the two-way relationship between each of the components, The main interactions of the three components-Formal, Technical and Informal are shown in 
A.
Relationship Type-l(RTl)
To simplify discussion from this point Relationship Type 1 (RTl), the relationship between the Formal and Informal components, will be referred to as RTl. It is expected that the implementation of IS/IT security requires balance between the Informal component and the Formal component. The Formal component needs to be aligned with the Informal component. For example, the implementation of an IT security policy has implications for organisational culture. This notion can be seen in the work of [6] who argued that the objective of security policy is to dictate the security behaviour of a corporation's employees through a proper education process [6] . However, educating employees to influence security behaviours is a challenging task in an organisation because it requires consistent, time -consuming and effective processes such as providing courses, training and refreshing security awareness to ensure that a security culture is cultivated.
The In RTl, the Informal component is worked in parallel with the Formal component, for example, policy is developed with reference to the corporation's culture, norms and beliefs. In this type of relationship, the Informal component is associated with the Formal component by identifying the culture, norms and beliefs of an organisation before the Formal component is developed. By making reference to the culture and norms of corporations, policies become more effective because the corporation has incorporated individual beliefs and organisational values within the policy. For example, the writing style of formal documents should reflect the culture of an organisation to ensure that the documents are accepted and understood by all the employees from different backgrounds [28] .
Another example of how the Informal component is associated with the Formal component is establishment of supervision and employee's roles (Informal component) within the security policy (Formal component). Management will be aware of the strengths, weaknesses, attitudes and capabilities of employees after receiving the security reports and security incidents results from the lower levels. Management will use this knowledge in the selection of individuals to be involved in an IS/IT security role. In other words, the Informal component assists management to make decisions on which team or individual would be most suitable for implementing a security role based on the personal values of the employees and the culture. implementation of the Technical component may reveal discrepancies or identify improvements needed such that a review of the Formal component may be appropriate leading to changes to the Technical component. For example, to protect the data-base system and its critical data successfully, the policy may need to incorporate additional security software so that the alignment between the Formal component and the Technical component can be achieved.
However, after implementation, the outcomes of the Formal component and the Technical component may need to be realigned. For example, if the security level as set out in the policy was found to be too low, the policy or its implementation strategies will need to be reviewed and improved. Then, the corresponding Technical component will need to be altered to raise the level of security in order to achieve effective IS/IT security.
The Technical component will inform the Formal component of the acceptance of the corporation's vision and policies among employees. Let us consider the following scenario. The IS/IT security reports of a corporation show that the number of Spams has increased gradually over the past few years. The management found that Spam filter software has not reduced the number of Spams. Hence, to improve the deficiencies of the Technical component it may be necessary to review policies and IS/IT security management strategies to determine if any up-dates are needed. In this case, the management may have to reshuffle the IS/IT strategies by implementing Virtual Private Networks to heighten the security over the corporation's network. Equations C.
Relationship Type-3
Finally, the third relationship, Type 3 (RT3) refers to the relationship between the Informal and Technical components. The alignment of components is needed in this type of relationship to achieve IS/IT security. Misalignment of components may increase business losses in the organisation because up to 70% of the security incidents by number are due to non-deliberate actions, e.g., ignorance of responsibility [31] . This study identified that the major reason for these incidents was the lack of supervisory roles and unclear structures of responsibility in security roles in the organisation.
The However, conversely, the Technical component also needs to be aligned with the Informal component. In this case, the implementation of IS/IT procedures may reveal discrepancies and unexpected behaviour from the employees such as stealing and altering other employees' data. If any deficiency happened in this relationship, the organisation also needs to revise or have effective management strategies to determine the capabilities of the organisation (e.g., strengths, weaknesses, threats, opportunities) in order to achieve IS/IT security. In the Technical component, the management will review the technological reports such as the network log, database access log, malicious activities, log information about said activities and report activities. If the upper level management or supervisor of the responsibility finds any suspicious activities in the employees' actions, the supervisor has the responsibility to give advice, reprimands or soft reminders to ensure that they comply with the rules, policies and technical procedures of IS/IT security. From the management perspective, once the potential IS/IT security issues have been identified from the Informal component, assessment and mitigation need to be addressed effectively and efficiently in the technical component. For example, the management needs to consider the mitigation in the technical perspective, where IT security controls seemed not effective enough, the real time/automatic security system controls including the Intrusion Prevention System (extension of Intrusion Detection System) is required to be actively in place to stop deliberate or unintended acts that are detected coming into IT systems and internal networks. There are a few technical processes identified about how Intrusion Prevention Systems prevent and block intrusions that are detected by the actions; 1.
Sending an alarm. 2.
Dropping the malicious packets. 3.
Resetting the connection.
4.
Blocking the traffic from the offending IP address. [32] IV. RESEARCH METHODOLOGY In this study, a triangulated approach is adopted, data were collected in three phases, phase 1 is a website analysis, phase 2 is an interview and phase 3 is a mail survey. The first phase 978-1-908320-20/9/$25.00©2013 IEEE of website analysis is reported in this paper to keep the paper succinct. The sample population of this study was divided into three, Group A-Top 100, Group B-middle 101-524 and Group C-Bottom 100, which was based on the market capitalisation recorded in 31 December 2008 by Bursa Malaysia. Throughout this study, all the three phases, Phase 1, Phase 2 and Phase 3 are sourced from the sample of the three groups.
A website analysis over the 210 annual reports of Malaysian Corporations was used in the first phase of data collection, the sample population of this study was taken from the annual reports of the three groups of companies, Group A, Group B and Group C. The study used the Foxit Reader program to discover texts and to highlight sentences that corresponded to the topics sought.
[27] has modelled a component interaction addressing the integration of the three components simultaneously throughout the IS/IT security implementation. The model of IS/IT security governance by [27] is a comprehensive conceptual framework because it emphasizes the two-way relationship between each of the components, The main interactions of the three components-Formal, Technical and Informal are shown in Figure 1 .
V. DATA ANALYSIS AND RESULTS
In the IS/IT Security Governance Model, the inter relationships among the three components of Formal, Technical and Informal are important to achieve good practice of IS/IT Security. Understanding the reciprocal requirements among the components enables the board and senior management to consider the factors involved in the implementation of the IS/IT Security Governance Model. The factors include the organisational culture, business vision and goals, management strategy, technological fit and employee values and beliefs. "The Group maintains a strong knowledge of and continues to refine its mitigation strategies against Information Technology threats by participating in specific forums on Information Security and industry dialogues such as the Internet Banking Task Force. These initiatives contribute towards a systematic methodology to ensure the confidentiality, integrity, availability and non-repudiation of information and Information Systems against current or any potential threats prevalent in the evolving and changing internet world. This enables the Group to retain its customer trust and maintain high rates of utilisation for the Group's products and services". The following is an example of the Formal/Informal relationship.
"The Directors have attended such trainings and forums in areas that would enable them to effectively discharge their duties to the Group and/or that are relevant to the Group's business activities (P. 70, CA8)".
B.
The relationship between Formal and Technical components, Relationship Type 2
The Formal component is important to the Technical component because it provides strategic directions, strategies and policy for the implementation of technological resources and IS/IT security procedures. The IS/IT Security Policy is developed to ensure employees maintain the security over IS/IT assets and business data such as: "The Group also formulated and implemented the ICT Policy and Guidelines to ensure proper protection of ICT resources, data integrity and security (p. 63, CB3)".
The objective of the IS/IT Security Policy is mainly to state basic guidelines on the acceptable use of IS/IT systems and the way of handling business data.
"The Corporate Information Security Policy (CISP), which was developed and communicated to all staff, covers the management of information, data security and provides guidelines on the acceptable use of Company B4 IT resources. The CISP also provides basic guidance on operational controls related to information security at Company B4 Group of Companies (p. 62, Company B4)".
The Formal component such as the IS/IT Security Policy does not only provide technological guidelines to an organisation's employees but also demonstrates the credibility and high reputation of the organisation in securing the business data such as business strategies, accounting and financial information and customer data. The good IS/IT Security Governance practices may attract more investors and increase share market value. As disclosed by a large capitalisation company, "In 2008, a comprehensive Corporate Security Policy was prepared to review and improve CA13's security management.
978-1-908320-20/9/$25.00©2013 IEEE The policy is based on international standards and reflects industry best practices. It applies to all CA13's assets, including means of handling, storing and processing information, and gives CAl3 an edge over its competitors in terms of fmancial exposure and reputation for reliable and secure business practices (p. 97, CAl3)" . "Two-factor authentication was also introduced to safeguard e-Banking customers against unauthorized access. The enhanced security system incorporates a Public Key Infrastructure based hardware token which must be used in tandem with a Personal Identification Number to thwart key logging and phishing frauds (p. 170, CA9)". The website analysis had provided an example of the formal component which was IS/IT security policy. IS/IT security policy had interactions with the technical component in two ways, technological resources and security procedures. The technological resources focused on the IT vision and the security procedures were concerned with security counter measures/solutions. The existence of the formal component including policy may encourage the employees to implement the security procedures efficiently and effectively.
The relationship between Technical and Informal components, Relationship Type 3 It was found that the technical component had an impact on the informal component. From the website analysis, the automatic security counter-measures/controls had been used to control and minimise the actions of humans. Some of the automatic security controls to which attention was drawn were tape encryption and two-factor authentication. The website analysis also revealed that the non-automatic security counter measures/controls affected the informal component. The non automatic security counter-measures/controls highlighted were web-surfing monitoring, e-mail transmissions and logs.
978-1-908320-20/9/$25.00©2013 IEEE Overall, findings indicate that the data of this study supported the themes developed in the IS/IT security governance model, mainly supported most elements of the three components, formal, informal and technical and most component interactions. The fmdings from sample population also discover that Malaysian corporations have incorporated and included the issue of IS/IT security within their risk management and internal controls applications. The corporate governance components, namely, 'directing' and 'monitoring' actions, were found to be important actions in IS/IT security governance. The supervisory role between the giver (the supervisor) of responsibility and the holder of responsibility was vital for IS/IT security governance. The results of the across-cases analysis and single-case analysis supported the elements of IS/IT security governance in three components of formal, informal and technical and the relationship of three component interactions over Relationship Type 1-formal/informal, Relationship Type 2-formal/technical and Relationship Type 3-technicallinformal. The findings revealed that 'industry type' and 'group type' have an influence on the IS/IT security governance practices in the sample population of Malaysian publicly listed companies.
